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Abstract

The metaverse which is considered as the digital big bang of humanity and the next evolution of the internet is
anticipated to offer a living environment for civilization 5.0 and beyond in various domains including education.
Each novice technology that enters our daily lives generates also fear, anxiety, and problems as well as hope,
benefit, and attraction. The purpose of this research is to investigate what ethical problems the metaverse may
cause in higher education institutions and how healthy metaverse universities can be created within the framework
of ethics. Interpretative phenomenological research design was employed in the study and data was collected from
the field experts and lecturers in higher education. The study indicated thirteen VR/AR/XR experts' and lecturers'
visions on the metaverse-based ethical issues and practical implications that could be applied within the scope of
five thematic nodes comprising metaverse awareness, security and data, safety and wellness, social equality and
diversity, and accessibility. It is expected that the study will contribute to the design of a healthy and good
metaverse in the future of higher education institutions pursuant to ethical values.
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‘We used to walk through a dream with our eyes
open; we were merely a ghost of a lost age.’

Franz Kafka

Virtual reality is like dreaming with your eyes
open.’
Brennan Spiegel
Introduction

The idea of the metaverse, which expresses a virtual reality space where one can interact with other users through
avatars in real time in an environment created with computer technologies, has gained great attention in recent
years in parallel with the huge advances in Web 3.0 technologies, the new generation of the of the internet, and
artificial intelligence. According to the 2020-2021 report of the Tsinghua University New Media Research Centre
(2021), the year 2020 has been considered a turning point in humanity's revolution in virtual universes, and a
number of variables, including global epidemics, a rapidly evolving digital economy, groundbreaking
technological advancements, the search for secondary life, and rapid and mass migration to online life, have
contributed to this threshold, pushing human society over this line. The year 2021, in which many global
technology companies made large-scale investments in the metaverse, following Zuckerberg, the founder of the
world's largest social networking site, changing the name of his company to Meta, is considered the metaverse
year (Li, Wei, & Xu, 2022; Yu & Yu, 2023; Li, 2022). Zuckerberg believes that humanity will eventually leave
physical reality behind and migrate to the virtual universes that they created and managed, even taking it one step
further and suggesting that a period will come when immersive meta-universes become the primary way humans
live and spend their time (Palli, 2022). Similarly, Subin, the founder of the Future Today Institute, predicted that
the majority of people will spend most of their waking hours in the metaverse in the 2030s (Edwards, 2022).
According to the Metaverse Insider 2023 report, the metaverse market is expected to reach 6 trillion dollars by
2030 (Wazarat, 2023). The metaverse, seen as ‘the digital big bang’ of cyberspace (Lee et al., 2021, p. 1), has the
reformist power to lead a digital transformation in all areas of the current physical world.

As the famous Hugo award-winning science fiction writer Liu (2015) stated, there are two paths before humankind:
one out, towards the sea of stars, and the other inward, into virtual universes. Like the first exploration vehicles
sent into space, humanity experiences both excitement and curiosity, as well as the unknown and fear of taking
their first steps in the metaverse universe. As each new technology enters our living spaces, it creates hope, benefit,
and attraction, as well as fear, anxiety, and problems in societies. Moor (1985), considered to be the forefather of
the field of computer ethics, argued that while new technologies offer a tantalizing network of new possibilities
and opportunities, they actually drag us into previously unexplored, uninhabited lands, bringing with them new
questions and problems, and thus new ethical problems that did not exist before. The tantalizing possibilities
offered by the technology of virtual reality universes in the field of education have similarly enormous potential.
But good and evil, the demon and the sacred, always come in a mixed package (Johnson & Miller, 2008). New
technologies create new possibilities; new possibilities create new questions and problems; and new problems
create new solutions. Considering the fact that Web 3.0 and blockchain technology are much more advanced and
complex compared to Web 2.0 technology, it will be understood that both the opportunities it offers and the
possible ethical problems that will arise might be more than past online educational experiences.

Although some international studies in the context of the metaverse have appeared in the literature in recent years,
most of these studies focus on the classroom applications of metaverses and games and do not provide answers to
the ethical problems and solutions that administrators and teachers may face as a result of this new order.
Information technology-based ethical problems are increasing at a rate higher than the production rate of
technologies; the strategies that are thought to be valid for the solution of these problems are incomplete, and the
way out of the "conceptual mud" that emerges for this reason is digital ethics-based scientific studies centered on
new technologies (Moor, 2001). New technologies create new individuals, institutions, and societies with different
codes and create the need for new perspectives and new management approaches. On the other hand, humanity is
making an effort to organize the technology of tomorrow with the procedures and principles of yesterday (Hoven,
2017).

There are various future scenarios about how and in what direction a digitalized society will transform educational
organizations with the new Web 3.0-based, blockchain-based technology. Metaverse schools with meta-universes,
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cyber schools, simulation classrooms, and avatarized representations can be counted among these predicted near-
future scenarios. Instead of focusing only on the educational applications of metaverse universes, their
contributions to the field, and the opportunities and conveniences they will offer from a utopian perspective, it is
critical to act with the awareness that the devil and the angel are offered in the same package and to investigate
possible digital dystopia scenarios in order to protect the digital safety and health of students, to see the clear
picture of the ethical problems that educational practitioners and administrators of universities will face, and to
take the necessary measures in the new digital formation process. It is surely beyond doubt that opening a
discussion on the ethical norms and codes of this novice digital educational system at higher education will assist
in ensuring that our universities are not blindsided by this process.

Metavethics in Higher Education

Higher education institutions are the zones where high technology is both produced and consumed on a large scale.
At this point, universities are the ‘center of the digital age’ and today's university students are ‘digital natives’ born
into computer technology (Wankel & Wankel, 2012, p. 1). While novel technologies make the young generation
more creative, entrepreneurial, and freer, this freedom they feel can also make them more callous and insensitive,
as well as more prone to unethical behaviors. With evolving technologies, various unethical actions, such as
plagiarism (Gilmore, 2008), cyberbullying, cheating (Wankel & Wankel, 2012), identity crises (Yee & Bailenson,
2007), data theft (Li et al., 2022), and cyber identity theft (McNally, 2012), have been observed at universities.
Wankel and Wankel (2012) put out that, as a result of cyberbullying, which is common in universities, there are
now too many suicide attempts among young people.

It is inevitable that ethical behavior violations will take place at higher education institutions in the metaverse
universe if no regulations are made. Web 3.0 technology, on which the metaverse is based, will provide these
platforms with data flow in quality and quantity that has not been seen in previous technologies such as biometric
data and behavioral data (Zallio & Clarkson, 2023). Li et al. (2022) asserted that educational metaverse platforms,
including artificial intelligence, and their core technology are completely based on big data, and this will bring
serious privacy problems, emphasizing that during the design process of these platforms, a lot of private data is
extracted from real people and physical environments through data mining and analysis. The authors underlined
that the people who built instructional metaverse platforms are also software experts working for some companies,
and that even though the platforms are designed for educational institutions, countless personal data and private
information will be in the hands of these companies. From this perspective, privacy and personal data are critical
issues that need to be considered for higher education institutions in the age of the metaverse.

Avatars are another issue that may cause a crisis in terms of higher education in the metaverse, which has to be
discussed. With the advancement of technology, avatars will be able to travel seamlessly between platforms, and
it will become inevitable for everyone to have at least one avatar (Moor, 2001). Avatars are a subject that may
jeopardize the professional and formal process in higher education and may require regulations. Whether the users
behind the avatars are really the persons they claim to be, whether the avatars correspond to their real physical
appearances, the existence of half-human and half-animal avatars, and even the clothes that avatars wear may
cause problems and frivolity in higher education. For instance, the fact that individuals prefer avatars that are far
from their physical reality will both manipulate their interlocutors and cause the users themselves to be in an
identity confusion (Aricak, 2015), or the fact that people prefer clothes that offend political, religious, or ethnical
values for avatars may drag the higher education institution into another crisis. In addition to all these, the real
crisis of humanity will perhaps begin with the fact that young people can become the person they want to be in
their dreams via the avatars they create and lose their sense of reality completely, getting lost in virtual universes
and disconnecting from the physical world.

Considering all possible problems, there are two scenarios in front of higher education institutions. The first is to
exclude universities from these platforms, ignoring all the positive, innovative, inclusive, transformative, and
immensely facilitating possibilities that the metaverse universes offer. According to Brunnbauer (2022), this
scenario is the least realistic because our daily lives are already heavily covered by internet technologies. To the
author, if individuals or institutions try to stay out of this system, it actually means that they are excluded from
society, the economy, and intellectuality. Just as today, all public and private institutions such as banks,
government institutions, educational organizations, shops, and entertainment centers have moved to the internet
environment of Web 2.0 technology, and those who fail to do this are described as being behind the times. The
same situation will also be in question for Web 3.0 technology and the metaverse in the near future. For this reason,
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it is neither a realistic nor a possible scenario for higher education institutions, which are actually the locomotive
of society, to stay out of the new generation internet formation.

The only option for higher education to successfully navigate the metaverse-based crisis is to analyze the situation
well and develop strategies, regulations, and guidelines for metaverse platforms. Moor (2001, p. 1) has pointed
out that ‘policy gaps’ occur with every new technology that enters our lives, and we need good policies, new
regulations, and new principles supported by reasonable justifications. In other words, every comprehensive
innovation and transformation brought about by computing technology creates its own new field of applied ethics
and ethical debates (Aslan, 2022).

In a similar route, ethical debates on the metaverse were discarded following the naming of Stephenson in 1992
and the birth of platforms such as Second Life and Minecraft, which were the first metaverse universes as of the
2000s, and many researchers agreed on the destructions that a metaverse age without regulations, principles,
values, and ethical standards would cause on humanity (Bibri & Allam, 2022; Spence, 2008; Brunnbauer, 2022;
Dayarathna, 2022; Fernandez & Hui, 2022; Kaddoura & Al Husseiny, 2023; Kshetri, 2022; Li et al., 2022; Zallio
& Clarkson, 2022; 2023). As an outcome of these discussions, two researchers from Cambridge University, Zallio
and Clarkson (2022), conducted a pioneering study in which they determined the ethical codes and principles of
the metaverse based on the results of the interviews they conducted with leading people working in high-tech
companies such as Meta, Google, HTC, and Panasonic and specialized in the basic technology fields on which the
metaverse is reposed, including AR, VR, and MR. Following their studies, they proposed the concept of
‘metavethics’, which emerged from the words 'metaverse' and 'ethics' and was shaped on designing a healthy and
responsible metaverse within the framework of moral values, as a novice and specialized, interdisciplinary field
of study (Zallio & Clarkson, 2023). Analyzing the etymology and evolution of the words metaverse and ethics
with a semantic approach, the authors suggested that it is possible to envision a new concept that bridges the
existing gap between the advance of immersive virtual environments and the sociological, anthropological, and
philosophical implications that may affect the safety, access, and participation of those using this technology. With
this pioneering study, in which the term metavethics was used for the first time, it could be stated that a new field
of applied ethics was born. Stating that metavethics focuses on human behaviors related to the metaverse, the
authors emphasized that one of the main issues examined by this new discipline is to what extent the metaverse
will create a reliable, egalitarian, libertarian, inclusive, accessible, moral, and honest virtual environment for
individuals.

Conceptual Framework

In the study, Zallio and Clarkson's (2022; 2023) metavethics doctrines were employed as a conceptual framework
since, in the age of the metaverse, this new discipline has the potential to shed light on the designers, administrators,
and users of educational metaverse platforms for higher education institutions to carry out a healthy, safe, and
ethically-based service approach and to protect the mental and physical health of students and lecturers. Zallio and
Clarkson (2022, p. 4) clustered the basic codes for designing a healthy metaverse into five groups,
embracing'metaverse awareness, safety and health of users, personalization, data privacy and integrity, social
equality and diversity, and accessibility’.

This new field will open up many pain points and solution proposals for the construction of virtual universes that
are far from dystopia and beneficial to humanity in higher education. The priority of these is what kind of
responsibilities universities should undertake in order for society to understand the metaverse correctly and for
young people to acquire metaverse literacy and awareness. Many misunderstandings and myths pervade society
towards the metaverse, and it will not be possible to place ethical values on a phenomenon that is not properly
comprehended.

Another significant issue that must be discussed within the framework of metavethics for higher education
institutions is the risks that the metaverse would create in terms of security. Universities have to ensure the safety
and health of their students and lecturers while stepping into virtual universes. In addition, taking into account that
individuals in the university may be not only victims of security vulnerabilities, but the perpetrators of
cyberbullying, harassment, and cyber-attacks causing physical and mental problems and all kinds of security
threats that may arise based on the metaverse are also people themselves, universities should make plans and
develop strategies accordingly.

International Journal of Contemporary Educational Research | ISSN: 2148-3868



190 « Giindiiz & Sincar

Possibly, one of the most controversial issues on the basis of metavethics is data privacy. The core technology of
the metaverse is based on a continuous recording of all events, conversations, biometric data, private data, and
behavioral data that occur in these virtual universes, regardless of time, place, or social class (Joye, 2016; Li etal.,
2022). In this case, what kind of policy the universities should follow, the ethical issues and measures that can be
taken in terms of the violation of personal rights and freedoms, and the right to privacy when a data flow of this
quantity and quality gets into the hands of private institutions are issues that need to be carefully filtered by experts.
To Zallio and Clarkson (2023), another sub-field of metavethics is the debate of the metaverse in terms of social
equality and justice, and the construction of institutions in virtual universes where equality, justice, and
inclusiveness are ensured, and cultural richness and diversities are preserved. The metaverse is not supposed to
mean a cauldron in which cultural differences disappear and individuals from different ethnicities of the world
become uniform. At this point, higher education institutions should be able to provide social equality and justice
while preserving different textures and cultural diversity in their metaverse universes. In particular, disadvantaged
groups in terms of accessing the metaverse such as lack of digital literacy skills or inadequacy of economic
conditions should not be forgotten, and obstacles to the accessibility of the metaverse by all segments of society
must be removed.

In a word, the metavethics discipline field, which creates an academic ground for discussion of awareness, security,
privacy, honesty, morality, social justice, inclusiveness, and accessibility, has a tension area that could contribute
to the healthy, science- and ethics-based design of metaverse universities of the future. A metaverse age, which is
not under the control of science and which is shaped without critically filtering digital ethical problems that affect
society widely, in which necessary regulations are not made and strong strategies are not developed, can be carnage
in realms of higher education and can lead problems such as discrimination, bullying, and mental illness, which
are already known to be based on social media and informatics (Schonning et al., 2020), to increase in unavoidable
dimensions. When viewed on a large scale, it will be realized that it is an obligation to base the metaverse universes
on ethical principles with a conscious and collective effort in higher education. At this point, Zallio and Clarkson
(2022, p. 9) mentioned the ten basic principles of a good metaverse: ‘It is open and accessible; honest and
understandable; safe; social equality and inclusiveness prevail; sustainable; gives importance to confidentiality;
morality and truth; committed to data saving and privacy; strengthens differences with individual freedom of
expression; and complementary to the physical world’.

The digital utopias of the actual world will be put into the service of the future meta-human; nevertheless, the
digital higher education institutions of the metaverse age can be created and operated in accordance with these
ethical standards. Otherwise, it will not be a utopia waiting for society, but a digital dystopia of the youth lost in
the meta dump.

The Research Questions

The study draws on Zallio and Clarkson's (2022; 2023) pioneering studies on metavethics as a conceptual
framework. This frame was applied as a guide in three different phases of the study, including developing the
interview protocol, deductive data analysis, and discussing the findings.

1. What are the ethical issues based on the metaverse in higher education institutions?

2. How can healthy metaverse universities be designed within the framework of ethics?

Methodology

Research Approach and the Study Group

The interpretative phenomenological design, which is a product of a cognition-oriented approach and social
cognitive paradigm, was constructed as the research design and was deemed appropriate for the nature of the
research in the context of focusing on phenomena that are known but lack in-depth comprehension. In interpretive
phenomenological studies, the researchers work with participants who have experienced a phenomenon or have
knowledge, views, or perceptions about that phenomenon, not focusing on confirming or disproving the
hypotheses in the literature but creating a questioning-rich ground that can be re-discussed in future research on
that phenomenon (Seggie & Bayyurt, 2015). One of the strengths of this design is that, although it contradicts the
positivist perspective, it provides a flexible research facility in order to work in newly shaped areas while providing
the opportunity to feed on existing theoretical frameworks without attempting to prove theories (Brocki & Warden,
2006).
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The participants of the study were determined by applying the criterion sampling technique and the snowball
technique to purposive sampling methods. While recruiting the participants, it was intended to incorporate the
experiences and views of all possible stakeholders in shaping new facts about the problem. In this study, the
opinions of lecturers and subject-matter experts were taken into account, and strict attention was paid to ensuring
that the participants were representatives of their particular areas in order to provide diverse perspectives and a
wider, deeper, and richer vision.

A criterion sampling technique was employed to determine the most suitable group for the purpose of the study
(Patton, 2014). Due to the nature of the research, the sample included in the study group should have knowledge
and experience of metaverse universes and ethical issues that could emerge. In this context, the epistemological
ground of the study depends on authoritative knowledge (Kivunja & Kuyuni, 2017). The study incorporated
experts with five years or more experience in metaverse technologies such as VR, AR, MR/XR who were also
lecturers and/or academics, and an ideal group of thirteen representatives was obtained. As the expert people
specialized in this relatively novice field are sparse and it is quite hard to find and reach them, the snowball
technique was also applied in order to contact the key people.

After online research to find experts and lecturers in the fields of metaverse and ethics, the participants were
contacted through personal e-mail addresses or social media accounts in order to ask whether they would be
interested in joining the research or not. Table 1 delineates the demographic information of thirteen participants
who agreed to participate in the research.

Table 1. Participants’ demographic information.

Participants’ Age Job/Expertise/Role Experience in

code their jobs
(years)

pl 37 Electronic and Communication Engineer, Academic, Tech 15

Industry Expert (VR-AR), Tech Entrepreneur, and Founding
Manager of a Tech Firm

p2 36 Software Engineer, Academic, Tech Industry Expert, 3D 9
Modeling, VR-AR, Project Manager for Metaverse
Platforms

p3 42 Lecturer, Academic (Al), VR-AIl, CEO of an Educational 18
Metaverse Platform, Co-Leaders of Educators in VR

p4 32 Lecturer/Academic (computer sciences), Technical, Tech 8
Industry Expert (VR, AR), Blockchain, and NFT

p5 35 Lecturer, Academic (Computer Sciences), Technical Tech 10
Expert—VR-AR

p6 34 Lecturer, Academic (Software Engineer), VR-AR-AI, 10
Project Manager for Metaverse Platforms

p7 45 Lecturer, Academic (Educational Sciences), VR-AR- 12
Metaverse & Ethics Specialist

p8 35 Advisor, Academic (VR), VR-AR -XR Ethics, Consultant & 8

Educator on AR-VR, Data Visualization, Specialist in Data
& Ethics in the Metaverse

p9 33 Doctor, Academic (Digital Health), VR-AR-Tech Ethics, 9
Bio Ethics-Digital Health, Tech Entrepreneur, Founding
Manager of a Digital Health Company

p10 59 Advisor, Academic (Digital Health), VR-AR-Tech Expert- 30
Digital Health, Founding Manager of a Digital Health
Company, Consultant & Educator on Digital Health,
Digitalization Humanist & Activist

P11 53 Lecturer, Academic (Psychology), Cyber Health -Cyber 28
Psychology-Cyber Bullying-Digital Gaming-Educational,
Head of Basic Education Department

P12 48 Lecturer, Academic (Media & Creative Industries), 24
Posthumanism-Context Engineering-Metaverse & Hybrid
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Technologies, Director of the Learning Technology
Research
P13 51 Lecturer, Academic (Immersive Arts), Distance Learning- 26
XR- Digital Gaming, Associate Dean-Head of Immersive
Arts and Culture Hub and XR and Gaming Lab

Data Collection Tools and Procedures

The semi-structured interview protocol, in which the questions were clustered in five dimensions, including
metaverse awareness, safety and wellness, security, data privacy and private life, social equality and diversity, and
accessibility, was prepared within the framework of metavethics principles. When the interview questions were
prepared, they were sent to four experts for revision and advice, comprising two XR experts, a higher education
expert, and a language expert.

During the data collection process, the day, the time, and the place of the interview were scheduled together with
the voluntary participants, and the interviews were recorded in order to avoid data loss after obtaining the consent
of the participants. Most of the interviews were conducted through Zoom meetings, which usually lasted between
one and two hours since some of the participants were from different countries and some others were from far-off
locations from the researchers despite residing in the same country.

Data Analysis

Qualitative data analysis is the process of making sense of the collected verbal data sets in a non-mechanical but
systematic and dynamic way (Gibbs, 2007; Glesne, 2015). The analysis of the research data started with the
transfer of all the voice recording files collected from the participants to the written environment via computer
without any changes or loss of data. The total length of the written documents obtained from the video interviews
with 13 participants was calculated at 167 pages. For the initial analysis of the data, a deductive approach was
applied based on Zallio and Clarkson's (2022—-2023) principles of metavethics. The codes were clustered under
five thematic nodes extracted from the semi-structured interview questions, which were previously prepared in the
context of metavethics and adapted to higher education. The Nvivo 14 qualitative data analysis program was
applied for open-coding and axial-coding of the data. The open coding phase for content analysis was carried out
by dividing the data into manageable parts and placing all the connected parts into appropriate codes. The open
coding process can be seen as an analytical process in which the data are divided into smaller and more meaningful
pieces, carefully examined and compared in terms of similarities and differences, and placed in an appropriate
category accordingly (Strauss & Corbin, 1990; Auerbach & Silverstein, 2003).

In the axial coding process of the study, unlike the initial analysis process, a more deductive approach was followed
in the data pool, which was divided into small pieces in the open coding process, and in this way, the researcher
followed a path open to the emergence of new categories and themes and new theoretical foundations in this
context. While the deductive reasoning approach is considered an important strategy in terms of testing the
accuracy and validity of existing theories and categories, constantly reviewing and re-evaluating them, the
deductive approach is also important in terms of explaining research findings, establishing causal relationships,
and forming new theoretical foundations (Williams & Moser, 2019). In both open coding and axial coding
processes, the analyst continued to ask all kinds of generative questions, constantly made theoretical comparisons,
and conceptualized existing codes using a systematic method and analytical tools (Williams & Moser, 2019;
Moghaddam, 2006).

Results and Discussion

A deductive method based on the metavethics principles of Zallio and Clarkson (2022—2023) was applied for the
analysis of the data collected through the interviews. The codes were clustered under five thematic nodes, which
were taken from semi-structured interview questions previously prepared within the scope of metavethics. The
main nodes are as follows: (1) metaverse awareness and the sphere of influence of the metaverse on higher
education; (2) security, data privacy, and private life in higher education; (3) safety and wellness of students and
lecturers; (4) social equality and diversity; and (5) accessibility of the metaverse in higher education.

This part of the study, which also includes some underlying quotes from the participants, holds forth the findings
of the research under these five main nodes, together with the sub-themes that cluster under each node, as
demonstrated in Figure 1.
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Figure. 1. The main nodes and sub-themes of the metavethics in higher education based on the data

Metaverse Awareness and the Sphere of Influence of the Metaverse on Higher Education

It is worth noting that the metaverse, as a concept that just entered our lives and is still developing, does not have
a single universally accepted definition, and different descriptions are made by different institutions and
organizations in line with their own perspectives, comments, and visions. Similarly, different academic circles
have not reached a consensus yet, and the definitions and meanings they assign to the metaverse change depending
on whether they look from a technological or philosophical perspective (Li, 2022; Cho et al., 2022; Lee et al.,
2021; Clemens, 2022). Metaverse does not have a single definition—an owner or a founder—and can be
considered a technological space roughly similar to the World Wide Web (Ball, 2022). The uncertainty and
obscurity in precisely defining the metaverse could also create confusion on how to utilize it as a service, on how
great the potential of it is for creating the future, and most importantly, on how ethical implications and precautions
could be applied for a healthy metaverse organization (Zallio & Clarkson, 2022).

The sub-themes that were created under the node related to metaverse awareness are: definition of the metaverse;
misconceptions about the metaverse; impact areas of the metaverse; metaverse universities; and the revolution of
universities based on the metaverse. The participants clarified that although it is tough to reach a consensus on the
universal definition of the metaverse, it could be highlighted what the metaverse is not and what the
misconceptions are in order to create awareness in society about the metaverse. Here are some different definitions
of the metaverse made by the experts in the study and some misconceptions about the metaverse they thought were
very common myths in society:

‘In fact, it can be considered what the transition from the radio to the internet means—humanity is the transition
from the internet to the metaverse.” (p. 1)
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It is an interconnected environment, or virtual world. There is actually a framework like interpretability
and the other stuff; it is not controlled by someone or by a company, and it is open, which means
probability. I mean, the metaverse is like a network—the internet. It is not Facebook. They think
everything in VR is the metaverse. No, from my own perspective, the metaverse is something like a
platform where you create communities, which you have control over; it is not a VR game. (p. 3)

So, what does it mean? A vision is something that is not necessarily implemented. It’s something that's
coming. It's a trend in computing and very important. It's ubiquitous. It surrounds us. ... it's seamless. it's
immersive. (p. 8)

Let me put it this way: the metaverse is like a forbidden apple that has just been promised to humanity. A
parallel universe is promised to humans, so they promise an environment where you can do everything
and experience the emotions you feel in daily life with the equipment you wear. You know, you can earn
money there, you can get an education there, you can continue your business life there, you can have a
virtual office, and people can come there. They offer you an alternative to the real world.(p. 6)

The respondents also emphasized that when the metaverse is fully achieved, it will impact nearly all areas of
human life, including education, health, the military, entertainment, and so on, as one of the interviewees asserted,
‘It will eventually take the place of our mobile phones and the internet’ (p. 8). Despite the fact that they mentioned
many different areas that the metaverse will influence in the future, all the participants agreed that the biggest
impact of it will be on education. That is why they underlined the significance of the studies, which must focus
more on the educational metaverse. The participants also indicated that there will be huge transformations and
revolutions at universities due to the metaverse, as indicated in the following sample statements:

In the long run, as a matter of fact, we may get back to the times when there were no universities in the
past. In other words, we will be out of the universities as we know them now, and we will switch to the
learning-by-doing model as in the past. Because the metaverse will allow it. (p. 1)

The campuses may disappear, or they will have to evolve, although they do not vanish completely. They
may evolve into hubs for accessing the metaverse by providing high-speed internet, wearable technology,
emotionally stimulating clothes, headsets, tactile sleeves, and so on. (p. 5)

So, one of the things in terms of universities is: do the administrators and teachers understand what the
metaverse is and how to teach in it? Because the thing is that in this book chapter that I wrote about,
Zoom has a transmissive nature where we can't engage students effectively in the classroom, whereas VR
or AR has a more interactive nature, and if we understand it well, we can engage students in meaningful
learning. So, there will be more interaction and engagement in the virtual classroom with, I mean, the
help of VR and AR technologies. (p. 3)

A correct vision of the metaverse will allow us to see how this new technology, which has already taken its first
steps, will surround our lives and involve all areas of human activity over time. According to the participants, the
metaverse will lead to major transformations and revolutions in universities, eventually moving all education and
training activities into the metaverse. Physical buildings will be replaced by VR campuses, books and teaching
materials will be replaced by digital materials, classical and traditional assessment and evaluation methods will be
replaced by personalized, individualized, and practice-based VR methods, and students in classrooms will be
replaced by avatars. After a period of time, we will stop calling a higher education institution a university in the
metaverse era, just as the terms academia and madrasa were replaced by university, and we will start calling it a
metaversity. The term 'metaversity', which is a newly introduced concept in the literature and is thought to have
already influenced teaching paradigms, is defined as digital campuses that copy physical classroom environments
and physical buildings, metaverse-based higher education institutions that allow us to live XR experiences in the
classroom environment, and are created by configuring digital twins of real environments in virtual environments
(Sun et al., 2021; Sutikno & Aisyahrani, 2022; Ruwodo et al., 2022; Hassanzadeh 2022). Sutikno and Aisyahrani
(2022) interpret the metaversity as the first step in a higher education iteration that will eventually become part of
a full, global metaverse and see it as the next generation of universities where physical boundaries are completely
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removed, teaching is personalized, and students experience immersive XR technologies that enable more effective
and lasting learning. Metaversities have the potential to immerse the world's students in the same learning
environment, transforming the entire world into a single virtual classroom.

In many ways, these digital campuses are the next step in higher education, creating an immersive education that
is different from universities. It is thought that metaversities will become a mainstream worldwide in the 1930s
(Price & Price, 2023). In brief, the interviewees revealed their confusion about the term metaverse in society and
asserted that it is important to understand what the metaverse and metaversities mean for humanity in order to
increase the positive sphere of influence on higher education. It is not possible to keep control of phenomena that
we do not know or cannot make sense of correctly and whose dynamics we cannot master. In particular, a
misunderstanding or incomplete understanding of an innovation such as the metaverse, which will radically affect
humanity, has deep meanings not only in technological but also in philosophical, sociological, and psychological
aspects, and has reformist power, will make the preparations to be made in this framework superficial and
ineffective. Any innovation for which we are unprepared is a threat, especially when it comes to the education of
a generation, and a misunderstood or underestimated technology can be devastating for humanity. This is why
metaverse awareness and a proper understanding of the metaverse are at the heart of metavethics. Only when there
is a full awareness of the metaverse in a society, when the metaverse is understood correctly by both the public
and the policymakers who will guide the public, can we talk about the shaping of an ethical educational metaverse
in that society.

Security, Data Privacy, and Private Life in Higher Education

Nearly all the participants believe that security issues will be the most controversial and crucial matter in designing
a metaverse university. In terms of the security of metaverse universities, the interviewees focused on: data
privacy; digital property; private life; cyber security problems; decentralization of the metaverse platforms versus
university authority; avatar personalization; integrity issues; and students' and lecturers' improper behaviors that
could emerge in metaverse universes. Some of the participants declared their worries about security, private life,
and data privacy with the words as follows:

Now, when you set up a system like the metaverse, how will you protect a school's evaluation system,
management system, and information system? Secondly, how will you prevent your students from
copying their identity information, fingerprints, habits, physical shapes, and retinas at school? There are
thousands of problems. Can these also be prevented? I think it is hard right now. (p. 1)

They have determined full control over people and a new management philosophy, so to speak. And in
this philosophy, human beings are given new tools and are offered new ideologies sociologically,
economically, and administratively, so the metaverse is a part of it. And here, as security risks, in the
world of the future, personal information of people will be everywhere, like a sheet, and people will be
expected to consent to this voluntarily for the safety of society. This is how they come to mankind. You
know, human beings are faced with such a situation because they have a mentality—for humans, despite
humans. (p. 6)

By only looking at your mobile phone signals and credit cards, I can follow where your average home is,
where your workplace is, which roads you use, what you wear, where you eat, what you do, and so on.
For me, it is easy to do this with even Web 2.0 technology. The metaverse will allow you to have much
more detailed information in a much faster time. In other words, if we take a 4-year education period at
a university as a basis, we will be able to predict everything about the students that we have followed for
4 years. That means the limitation and prohibition of freedom. You know, we are fighting many wars in
the name of freedom today. This will make all the wars go to waste. (p. 5)

The most highlighted issue, which is one of the biggest and most significant dangers that will impact the metaverse
and its users, is cyber security and privacy. It is claimed that advanced blockchain technologies currently take
many precautions to safeguard users' security and privacy by instituting authentication within the metaverse;
however, because cyberattacks and threats are becoming increasingly complex and swiftly evolving, it is
anticipated that they will continue to be significant (Saragoglu, 2022). Because of this, it is stressed that robust
privacy and security measures ought to be incorporated into the system right from the start for a metaverse
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institution, and privacy and security are among the most prominent topics as the core concepts of the metaverse
(Abbate et al, 2022).

Participants support the idea the idea that the web 3 technology on which the metaverse is based and the equipment
needed to access the metaverse will make data security and privacy more fragile and increase vulnerabilities.
Nevertheless, no security or privacy policies apply to higher education's metaverse. Because the metaverse offers
enhanced and tailored experiences, it is necessary to acquire private data, and users frequently aren't aware of the
type of data they are giving the system; for instance, a twenty-minute virtual reality headset activity is thought to
provide about 2 million data points from a person's body language, which includes head and hand gestures, facial
expressions, and behavioral traits associated with both mental and physical health (Saragoglu, 2022).

All actions, social interactions, biometric data, and behavioral metrics that occur in these virtual worlds are
perpetually kept track of, having no regard for the user's location, time, or social standing. Which means that
educational metaverse platforms are building their systems on big data, and the metaverse's core Web 3.0
technology will give these platforms access to a broad range and volume of data flow that weren't possible with
earlier technologies (Joye, 2016; Li et al., 2022). Participants consented that all conversations, tutorials, activities,
research, and views made by students' and lecturers' avatars would be captured on the metaverse platforms, giving
some private companies access to their personal information and, more significantly, their intellectual property.
There is no protection stopping the employees of certain commercial companies that set up the teaching metaverse
platforms from exploiting or selling these intellectual rights. As a result, there would be a significant risk involved.
According to this reasoning, in the age of the metaverse, academic institutions ought to take intellectual property
and privacy seriously. In the near future, data security and privacy will eventually play an important role in
individuals' university choices.

According to the participants, there are various security and data privacy problems emerging from the metaverse
in higher education. The matters that the interviewees emphasized and the possible solutions or issues that must
be taken into consideration while designing a healthy metaverse university can be summarized as follows:

(1) Private companies that would provide the service to higher education are the biggest risk in terms of the fact
the fact that these private companies or persons working there can sell the data of the students and lecturers
to big companies. In other words, big data is the new petrol of the world (Lee, 2018). That is why, if it is
possible, universities must constitute their own software developer teams who are specialized in VR/AR/XR
and 3D modeling for designing and managing the virtual campuses. If it is not possible, universities must
assuredly sign very strict contracts, including the items that embrace the sanctions in case of selling or leaking
the data.

(2) The danger is not just out of the university; students and lecturers can also steal or sell the data in the
metaverse. Severe sanctions must be determined and the students and lecturers must sign before they are
allowed to participate in the virtual campuses.

(3) Since wearable technologies like headsets make biometric data of individuals reachable and trackable (Rich
et al., 2019), university management needs to take precautions to prevent spyware and hackers and preserve
the students and lecturers.

(4) Also, some misbehaviors may take place on metaverse platforms that can risk the safety and privacy of the
students and lecturers, such as cyberbullying, cyber harassment, or disclosure videos, since it is easier for
people to hide their identity in a virtual environment compared to a physical environment. That is why, at the
beginning of the fresh year, each student must be given a preparatory course for the metaverse in order to
teach them how to behave and act in a metaverse environment and the consequences or sanctions in an
otherwise normal condition.

(5) Decentralization is another important issue that must be taken into consideration in a metaverse environment
since the decentralized internet is one of the basic technologies of the metaverse. Although most of the
participants believe that a fully decentralized metaverse platform may not work in higher education and may
increase the problems without a university authority, some of the participants claimed that decentralization is
something we need for a more democratized internet and a more democratized university, and it is something
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that we should not give up for a seeking of traditional authority. A good and strict metaverse policy for the
university can help overcome the problems emerging due to the lack of authority.

(6) In a metaverse community, there will be personalized avatars or metahumans representing real people, and in
a university environment having virtual classes through the metaverse, several ethical issues can arise due to
the use of avatars. Most of the participants had a consensus that there must be an avatar policy determined by
the university in line with the philosophy, perspective, and purposes of the higher education organizations for
avoiding avatar-based problems.

(7) Some of the experts in the study proposed a bunch of useful precautions for dishonesty problems in higher
education, which are having a very strong three-stage encryption system like in banks and finance companies
for blocking foreign people out of the university, choosing the educational platforms very carefully, adding
an eye retina reader password program to the headsets of the students, and recording the real images of the
students every five to ten seconds during the classes with their permission for preventing manipulation and
providing verification as it is difficult to understand whether it is the true person behind the avatar. However,
they also had a consensus that it is not likely to continue with the current testing and teaching methods in a
metaverse world, so it will create a system in which cheating has no more significance while manipulating
can have bigger importance.

Safety and Wellness of Students and Lecturers
The safety and well-being of the students and lecturers in a metaverse environment can be evaluated in three
dimensions, which are: physical wellness; mental wellness; and social wellness.

In terms of the physical wellness of students and lecturers, the participants clarified that the main problem is mostly
the headsets for now that can cause physical harm and injuries, not the metaverse platforms themselves. Some of
the interviewees asserted that if one is not accustomed to using a headset, unfortunately, it takes only one or two
hours to bear or tolerate the headset without getting sick or getting symptoms like vomiting or being dizzy. That
is why, firstly, the students and the lecturers must be trained before they use the headset, and they must also get
gradually accustomed to it. For the participants, even though they are accustomed to VR headsets, there still must
be a time limit for using them, and that means virtual classes need to be limited to much less time compared to
traditional classes. As we currently stand, using the metaverse requires particular gadgets like VR goggles and
headsets. Students will feel a range of physiological discomfort if they use these devices for extended periods of
time, which could be harmful to their individual well-being. There have been some studies showing numerous
youngsters in the United States have had symptoms like nausea, vertigo, disorientation, or a lack of spatial
awareness subsequent to wearing virtual reality headsets (Liu, 2022).

On the other hand, the mental and social harms of the metaverse to students and lecturers can outnumber the
physical harms. To the participants, the leading ethical problems of social and mental origin based on the metaverse
comprise addiction problems, identity confusion, losing the reality phenomenon, depression, isolation problems,
inadaptability to physical society, rejecting the identity, double personality, numbing, and some others. A
metaverse world without ethical implications could generate more disenfranchised, isolated, and addicted persons
with low social and communication skills and with more anxieties and damaged brains (Rich & Miah, 2014;
Greenfield, 2011).

Using the human mental sense as a starting point, the utilization of multidimensional media, algorithmic graphics,
installation art, extending interactive features, and other innovations offers people an authentic moment that is
engaging and highly addictive (Li, 2022). Li asserts that if this keeps on, people won't be able to tell the difference
between reality and virtuality and will start misusing the virtual world's norms in the actual world, and eventually
value distortion, utilizing technology to escape reality, engaging in virtual world indulgence, declining societal
duties in the actual world, and dealing with various identity, emotional, and cognitive crises will be among the
issues we have to deal with.

In order to prevent these physical, mental, and social harms of the metaverse, the participants suggested some
implications for the universities, such as not giving up the physical classes completely, having some kinds of social
meetings on the physical campus, and making the psychology department of the universities stronger. However,
they also asserted that the definite solution to these harms can be possible only when the technology develops
more, like having lighter and healthier-safe headsets, transferring all the emotions to the metaverse, and making a
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way in post-humanism to have the same experiences in the metaverse worlds that we have in the physical worlds
as a result of the more advanced, human-like avatars taking the place of current clunky avatars.

Social Equality and Diversity
The sub-themes that were created under the node social equality and diversity are: socially diverse universities;
uniformization of cultures; social equality and justice; and inequality in terms of accessibility.

To most of the participants, the social equality and diversity dimension of the ethical frame will be the least
problematic area, as the metaverse itself creates a world on average where every user is equal after they have
accessed the metaverse, and it mostly does not convey the illusional differences and privileges between people in
the real world, such as financial power or physical superiority. The only superiority in a metaverse platform in
higher education can be intellectual and academic superiority, which in general do not cause an unethical situation.
Nevertheless, a couple of participants disagreed with that opinion, claiming that, even on metaverse platforms,
some kinds of privileges are granted to overly rich people, as in the example of CryptoPunk avatars:

CryptoPunks are the most famous avatars in Web 3.0 technology, and they are the most expensive. And
also the mutants, the apes, and there was something else; these are very expensive. They are well known
for it because they are like the oligarch, for very rich people in different countries. So, when they want to
go to the metaverse, they have these CryptoPunk faces. So that they can be identified from one metaverse
to another. And so, others who had less expensive avatars are going to change between these avatars, and
that’s fine. (p. 3)

So, in order not to spoil the equal nature of an ethical metaverse at universities, it should not be permitted for the
students or the lecturers to use these kinds of overly expensive avatars or NFTs.

Another point of crucial importance in an ethical metaverse is preserving cultural diversity and not allowing the
uniformization of communities. With metaverse technologies, it will be possible for higher education institutions
to embrace more universal students from different countries, cultures, religions, and ethnicities.

Basing its philosophy on the idea the idea that the metaverse ought to prioritize human welfare and diversity above
all else, a diverse group of creators with shared innovation skills is necessary for the metaverse to thrive, and
participation in this new universe must be open to everybody (Clemens, 2022). The metaverse of higher education
ought to be a space that respects cultural diversity and richness while advancing social justice, inclusiveness, and
equality. The metaverse shouldn't turn into a place of melting pots where people from different countries all blend
with one another and lose their unique cultural identities. In order to advance social justice and equity, higher
education institutions must be able to maintain the broad spectrum and different cultural backgrounds of their
metaverse universes.

Accessibility of the Metaverse

The respondents asserted that one of the biggest obstacles in front of an ethical metaverse university will be the
accessing problem for the students in terms of the fact the fact that not every segment of society will have an equal
opportunity to reach the metaverse, which would lead the educational administrators of the higher education
institutions to think twice before they initiate a metaverse project for their organizations. The social equality inside
the metaverse and the social equality for accessing the metaverse are oxymoronic issues. We are as unequal outside
as we are equal inside the metaverse due to numerous paramount issues, which are: lack of financial power; internet
infrastructure; geographical conditions; lack of technological skills; disabled people; and prejudice.

All the participants arrived at a consensus that the lack of internet infrastructure for metaverse platforms, which
usually need 5G with a very strong infrastructure, and the sumptuousness of the devices to access the metaverse,
such as wearable technologies and high-tech computers, are the two biggest problems for now because most of the
students, especially in the underdeveloped countries, do not have the necessary economic power to participate in
the virtual classes in a metaverse university. Costly infrastructure: not only are XR technologies more expensive
than conventional learning aids like computers and books, but they also often require a fast internet connection
like 5G, and as it takes specialized equipment and expertise to create the interactive simulated settings, educational
content creation is more expensive (Pimentel et al., 2022). When it comes to challenges with accessibility and
usability, the XR technologies that currently exist can be troublesome for many individuals to use, including
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financially disadvantaged groups of society and disabled students like someone with limited hand movement to
operate controls (Kaddoura, S., & Al Husseiny, F., 2023).

On that point, it is considered by the respondents that the governments and universities are responsible for
providing the necessary facilities to access the metaverse technology to the students and lecturers, besides enabling
the metaverse education by training them on how to use immersive technologies and by breaking the prejudices,
myths, and misconceptions about the metaverse.

‘And the Lord God commanded the man, saying,
“You may surely eat of every tree of the garden, but
of the tree of the knowledge of good and evil you
shall not eat, for in the day that you eat of it you
shall surely die.”

Genesis 2:16-17

Conclusion and Future Implications

‘Science that philosophy does not feed is lame; technology that is not surrounded by universal morality and ethics
is blind; science that is not at the table of curiosity and doubt is hungry.’ (Aydin, 2022, p. 112). Blind technology
and science, without a doubt, would lead humanity and implicitly the universities, which are the catalysts of
humanity, to chaos. We must consider that the ethical and social consequences of new technologies such as XR
would be grievous, as would the opportunities they provide. The quickest solution to prevent disappointing results
is to make legal regulations in the short run while working on more comprehensive solutions in the long run, such
as improving digital literacy on XR and developing new technologies to deal with the vicious use of the technology
(Lee & Quifan, 2021). However, the crucial point is perceiving that it is not possible to regulate the technology of
tomorrow with the policies of yesterday (Hoven, 2017). Based on the visions of the experts in the study, a policy
of metaverse in higher education must be framed within the following ethical principles:

The principles for a healthy metaverse university:

(1) All the stakeholders, including lecturers, students, and employees, must have high digital literacy in the
metaverse.

(2) The data privacy and private lives of individuals in the metaverse must be protected by the university and
government legislation.

(3) A metaverse university must be safe physically, mentally, and socially.

(4) A democratic and strong avatar policy must be designed and implemented, depending on the philosophy
of the university.

(5) A metaverse university must ensure a process based on morality, honesty, and integrity.

(6) A metaverse university must develop a sense of responsibility among the individuals behind the avatars
for the actions they take in virtual environments.

(7) The sanctions to be applied for digital offenses and online misbehaviors must be determined by university

policy.

(8) An educational environment where social equality is ensured and cultural diversity is preserved must be
provided.

(9) A metaverse university must guarantee accessibility for all students and lecturers from all segments of
society.

The metaverse is no longer a speculation or utopian idea but a reality of higher education, with many educational
institutions taking their first steps into the global metaverse by creating digital twin campuses and implementing
metaverse classrooms. This growing number of digital twin campuses supports the idea the idea that the metaverse
will become mainstream in higher education in the next 10 years and will be a natural part of the education of
university students in the near future (Price & Price, 2023). Higher education institutions should not be followers
or just users of the metaverse, but builders, creators, producers, and pioneers of this work. If we start an
infrastructure project for a digital twin of any university today, it will be possible within at least 5 to 10 years with
a serious budget and hard work. Changing servers, providing hardware and equipment, finding highly qualified
software developers and training them by experts in this field for educational metaverse platforms, establishing a
team, creating 3D digital modeling of the university, creating digital course content, developing scenarios, training
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professors and staff, establishing laboratories, creating ethical regulations, enacting the necessary laws, making
agreements, and training students require a very serious budget, labor, and time. On the other hand, if universities
do not take the helm of this work and become dependent on private companies to buy all systems and technological
equipment, including VR glasses and sensors, that will mean the higher education institutions will voluntarily hand
in the big data (the new petrol) to the capital.

The worst scenario is that the institutions that will shape the metaverse in higher education will not be leading
educational organizations but giant technology companies motivated by capital, a threat that could plunge the
whole of higher education into a dark chaos. It is therefore an ethical imperative for higher education organizations
to be at the command center and steer the ship of the educational metaverse. Barnett (2017) states that the
philosophical motivation of higher education institutions is not only to understand and embrace the university but
also to constantly change and transform universities so that they can keep pace with the needs of the new world,
always a few steps ahead of the changing society. The most important element that should not be ignored at every
stage of this continuous transformation process is to move higher education to a more humanist and ethically based
position at every step and to be shaped accordingly. The formation and analysis of ethics-centered organizational
structures in higher education and the identification of problems and solutions to ethical contradictions and
challenges are considered within the scope of the administrative duties of higher education (Karsantik & Cetin,
2020). In this context, the ethical discussions and analyses of the educational metaverse structures that are taking
shape in universities are among the issues that should be urgently included in the agenda and focus of attention of
higher education administrators before entering a process that cannot be changed or reversed.

In this context, creating its own crew and developing its own digital twin and metaverse platform is a must for
each higher education institution that desires to continue its existence and does not want to be dependent on private
companies in this era when we are witnessing a rapid digital transformation. The following step should be the
rapid enactment and implementation of ethical laws and regulations that are in line with the philosophy and
objectives of the organization to protect humans inside the metaverse system. The metaverse is a very relatively
novel topic, especially in the social sciences, and we need more and more research on the metaverse in the
humanities if we want to create an ethical and moral metaverse that is human-based, transparent, honest, and where
human values are inclusive and determinative.

The metaverse is like the second forbidden fruit of humanity cracking the gate of an uncertain and ambiguous
world of futuristic, immersive technology, and the point is that we do not know whether the gate is opening to a
heaven-like utopian world or a hell-like dystopian world. Possibly, it would be better to delineate the metaverse as
neither of those; instead, just like the other samplings of novice technology, we are supposed to consider it as a
‘two-sided blade’ (p. 6) or a ‘double-edged weapon’ (p. 3), which has both the potential of reforming educational
institutions into more advanced, conscious, honest, equal, diverse, inclusive, and sophisticated communities, and
also the potential of setting them back into a scotophase with a lack of ethical norms. If we want to shape metaverse
universities of the future within the concept of ethical principles, for tomorrow, we need to perk up our ears to the
wise, knowledgeable, and experienced experts of this field who know both the opportunities, possibilities, and also
the vulnerabilities and weaknesses of the metaverse system well, for today, since they are like the trees of
knowledge of good and evil from the garden of Eden that both produce the forbidden fruit and warn humanity
about the possibilities and consequences.
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